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Abstract. Mcthods of Smart Alarming intend to deteet as soon as possible novelty or anomaly in
Mg Streamns, A review is proposad 1o highlight the key points of using them. In case of univanale
data, the more suitable method is not the same as for stationary variable or non-stationary variable.
Multivariate data sct arc often dealt with using unsupcrvisced leaming bascd methods, cither with fac-
tor analysis (mostly PCA) or clustering algorithmes. Tach of these methads must be applied in a spe-
cific situation: prior knowledge of possible anomalies should be needad or not, leaming data set can
be large sized or not, and so on. Some cxamples are outlined. Discussion underfines the importance
of having a prior knowledge of variable behaviour, and 1o consider the global Mow chart, imeluding
eventually a data preprocessing.

Kevwards: Smart alarming, Novelty detection, Anomaly detection

1  Introduction

Several industrial contexts produce data streams [1], [2], and practical needs can be to diagnose as soon
as possible any change of the system under monitoring. A lot of smart alarming or novelty detection
methods have been designed 1o deteet and characierize the changes. The aim is o deteet the novelly be-
tore it becomes obvious, and thus prevent its consequences e.g. [3], [4].

Applicarions have been designed to control the industrial production [3]. to forecast the Stock Exchange
i graphic approach), to analvze biometric images [6], and s0 on. Very few reviews have appeared [7], [8].
[9], [10]. Methods can be split [7] into parametric [11] i a known [amily ol distribution is assumed o
model the learming data set, or non-parametnic otherwise, Both cases often result in g probability distmbu-
tion, the test data set (most recent values) s deemed o be a novel when it falls into low probability region
or over a fixed threshold. Methods are thus ranked according to their involved algorithms. Our topic is
different, we intend o highlight some practical key points thal could appear using these methods or that
should be first considered m oorder to conveniently design g smart alarming project. In this scope the
paper proposes (part 2} a literature overview, then (part 3) a few (outlined here shortly) examples.

As an automatic “black box™ procedure is often the final product, information concerning noveliies is
ollen graphically displayed: the methodology w do this is a noticeahle point, ez [12], [13], which is not
comsiderad i our paper,

2 An overview of methods

The methods from the references survey have been classified info four items: stationary or non-stationary
data, unsupervised multivariate learning base methods using PCA or clustering.
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21 Stationary data

In the simplest cases, the learning data set can be characterized by g constant (¢ manufaciurer reguire-
ment,,.) so the used threshold appears as an objective and acceptable limit, This widely used method is
fully deterministic and does not involve any statistical concept. It is rypically an univariate method ; mul-
livariale cases can also be considered, variables are then taken separately, in this case a complex mixing
of Togical constramts must been designed in order to refer all the possible faults. Domains of using are
e.z. oil industry [14]. [15]. [4] or safety nuclear plants [5]. These methods are easy to design in the uni-
variate case. They are well suited to cases where the signal/noise ratio is higher, otherwise false-alarms or
no-detection could oceur.

A second widely wsed family of methods takes into sccount the probability of finding the latest value(s).
An anomaly i1s deemed if either the test values fall into a low density region of the considered dismribu-
tion, or they lie out of the 2 or 3 o interval. The learning data set should not include any anomaly. Several
works reviewed in [7] have been devoled to the sitwation where it 15 difficult to specifly the probability
[umetion.

A non-parametric approach takes into account the quanfiles, displaying these as box-plots graphs [16].
The “median method™ [L7]. [L8]. [19] used in medicine involves an other non-parametric way to define
the probability of ccewrrence of further anomalies: so well specified and described anomalies are need in
the leaming data set.

A special case takes into account the probability for an equipment (engine,..) to fall out of order [20],
this does not strictly refer to the smart alarming method because the aim is to renew the equipment before
it is out of order.

Threshold method is in fact a frequent coneept in other more advanced methods (especially those of
maintenance policies),

2.2 Non-stationary data

Trend methods aim to account for the dynamic of the system in comparing the latest set of values with
the learning data set. [or instance, a regression is performed. Statistical tests can consider latest values,
comparing them with the limits of the regression conflidence interval, either or monitoring along time the
regression parameter themselves,

An inferesting algorithm of this family is the ‘change-point” detection method [21], used in oil indusiry
[23]. [3] or in finance [22]. This method takes into account a large period before the latest point and splits
the curve inlo homogencous several lme scetions. The last anomalows event, 16 any, s therelore detected
after a lag fime,

2.3 Unsupervised learning based methods
2.3.1 Factor Analysis and PCA

PCA has been noticed lor a long time as able o deteet multivariate outliers [24]. Further research [23]
first runs PCA using o without fault data set. Then the Jatest data are added. One way s to take them as a
passive set (supplementary points) in a new PCA run; the awthor supposes that the “secondary™ factors
should be the most modified. The scores are compared with reconstructed data, an anomaly is deemed in
case of residuals differing from a white noise. Besides, this method besides determines which varable is
responsible for the deviation.

A second way is to include the larest data sef in the active data set. The previous PCA modeling (correla-
tions variables — factors) is more or less modified: differences are tested and monitored along time. A
domain of using 15 the survey ol atmaspheric pollution.

In both ways stationary variables are needed and the leaming data set s supposed not to have any outlier.

2.3.2 Clustering methods

A large wvariety of clostering algorithms have been used (K-means, hierarchical. Self-Organizing
Maps,.._ ), and sometimes improved [9]. Clustering 15 [irst performed wsing the leaming data sed; it should
be convemient that this includes all the expected anomalbics. A second run ineludes the test data set, Impu-
rarion of latest points can result into two different sitvations. They could be included in the previous
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classes (and in this case could either deemed to standard situation or to an anomaly); otherwise the actual
simation is a new one and one cannot conclude whether last values should be deemed as a new normal
siluation or as an unknown anomaly. Besides the user could be Taced with a more or less inlense rear-
rangement of the previous classes; analysis of the consensus can make the interpretation less easy.

The distance of the test sample from a class mean - e.g. using a nearest neighbor algorithm - can be con-
sidered [26]. [6]. [27]. [28].

Clustering methods have been wsed in oil industry [29]. To better wse these methods, all the possible
anomilies should be identfied. Nevertheless it 1s difficult to diagnose an incertae sedis situation, These
methods do not describe the anomaly (which variable changed, and amplitude of this deviation).

2.4 Advanced methods

A lot of more advanced methods have been experienced in the scope of Smart Alarming, and have been
revicwed i [7], [8] [9], like leeey logic, neural networks, support veetor machine, wavelels. Discussion
about outhnes of practice has been here limited to the mostly used or standiard methods,

3 Outlines of examples

A few methods have been selected in each of the main ways of novelry detection which have been high-
lighted in section 2. Each way has been exemplified with either synthetic or real data sets. *Trade off”
validation method [18], [30] has been perlormed in convenient cases.

Although this set of examples 1s mited, it draws attention to some discussion points,

- The behavior of the variable(s) - stationary or not, signal/noise ratio of expected anomalies, and so on -
must be considered first, the most suitable method can be simple or more advanced.

- A& custom-made method should sometimes be designed according Lo the physical meaning ol data, their
daty type, and of course the practical needs.

- The flow chart should eventually include a preprocessing step. including for instance extraction of some
data features or filtering: smoothing (like LOESS [31], KALMAN [32]. or MEWMA [33] filters) can
olTer an alternative when the learning data sel cannot be alTorded withoul anomalies.

4 Conclusion

Some smart alurming methods have been reviewed and manked according to statistical and practical con-
siderations, Cutlines of practice have been deduced considering most frequently used or standard meth-
ods, main points could probably be appropriate using more advanced algorithms. Anyway the global
Mow chart must be considered, eventually including preprocessing sieps (ranslormation of the variable w
better detect the anomalies), Smart alarming needs to be caretully desigmed, to avoid false alarms, and to
not miss real ones. In all cases, a general point seems to have a thorough knowledge of the variable's
behavior, and of its physical meaning; in some cases this can include a precise diagnostic and description
ol all expeeted anomalics. The dimension of the learming data set should be considered also, this can be
of low dimension (univarate as an extreme case) or of high dimension; some methods canmot be de-
signed with a smaller training data set. The user should decide if a long ferm drifting of the process must
be handled as anomaly or not, in the last case continuous upgrading of the model must be excluded. Be-
sides, the suitable method should not be the same whether the expected anomalics are previously well
knowm or if they have not been desenibed, or ity guite new normald sttuation could oceur,
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